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Architectural elements O\biifA\é

* The currently identified core elements of the envisioned UbiLAB framework are hardware
laboratories, software laboratories, core cloud backend and usezrs.

* The hardware-based remote laboratories will be focused on facilitating the realization of exercises
from the courses that require the use of hardware, e.g., lab exercises in the areas of embedded
systems, programmable logic controllers (PLCs), microcontrollers, field-programmable gate arrays
(FPGASs), electrical measurements and digital signal processing (DSP).

® The software-based remote laboratories focus mainly on computer science and telecommunications,
1.e., in the particular areas of programming, algorithm design, database systems, data science and
machine learning, web and mobile application development, network security, virtualized network
hardware environments, virtual instrumentation.

" The core cloud backend consists of modules and services that will enable the students' remote access to
laboratory resources, virtual presence during the lab exercises and their interaction with colleagues
and instructors. The core cloud backend would use actual resources available to the partners in their
laboratories: servers, personal computers, equipment used in the laboratories in ordinary
circumstances.

= All elements in the UbiLAB architecture, working together, are envisioned to provide a virtual
experience to the users as close as possible to the physical presence in the actual laboratories.
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Cloud backend modules GbiLAB

" Secure Remote Access and Control module that provides remote, secure, unobstructed and reliable
use of the lab resources;

= Interactive Video Conferencing module that provides video conferencing between students and
teachers;

* Web portal to access, use and control the laboratories resources;

" Lab Scheduling and Provisioning module for scheduling of classes, monitoring and provisioning of
laboratories and resource utilization,;

* Automatic Collection and Testing module for automatic collection of student projects after finishing
the lab exercises and online exams;

®  Authentication, Authorization and Tracking module for authentication and authorization of students,
teachers and administrators, tracking of their actions;

" Video Monitoring module that will use web cameras from physical labs and feed video streams to
students, teachers and administrators when necessary.

" Collaborative learning experience module that would facilitate the group learning experience: sharing
results, comments, communication, jointly reaching solutions and exchanging knowledge.
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